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Dear Readers,
Welcome to a new edition of our newsletter.
Cybersecurity Law criminalises the use of VPNs without permission

The State Administration Council (“SAC”) on 1 January 2025 decreed a Cybersecurity Law (English
translation).

The law will only come into force on the date specified by the president in a notification and is not in force
yet.

The following are important features of this law:

. The establishment (we suppose that this means “use”) of a VPN and the provision of VPN services
without permission from the ministry (which ministry is yet to be determined) is criminalised.
Violations are punishable with imprisonment from 1 to 6 months, a fine from MMK 1,000,000 to
MMK 10,000,000 or both. Companies may in addition be punished with a fine of at least MMK

10,000,000.

. Using a network to send unwanted or unsolicited text messages, e-mails or information is
punishable with imprisonment from 1 to 2 years, a fine from MMK 5,000,000 to MMK 20,000,000
or both.

. Digital platform service providers with 100,000 or more users are required to register. Any digital

platform service provider whose platform is accessible in the country is obliged to be able to identify
the originator of posts that are deemed undesirable and to retain customer and access data for 3

years.
. Cybersecurity service providers require a license.

. Cybersecurity groups (not-for-profits providing cybersecurity services) require permission.

. The law sets up a central committee, steering committee, working committees and investigation

teams for various cybersecurity-related matters.

. Setting up an online gambling system is prohibited.
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We hope that you have found this information useful.

Sebastian Pawlita
Managing Director

About Lincoln Legal Services (Myanmar) Limited

Lincoln Legal Services (Myanmar) Limited provides the full range of legal and tax advisory and
compliance work required by investors. We pride ourselves in offering result-oriented work,
high dependability and a fast response time at very competitive prices. Please do not hesitate
to contact us:

Sebastian Pawlita, Managing Director
E-Mail: sebastian@lincolnmyanmar.com

Phone: +95-9-262546284 (English) or +95-9-428372669 (Myanmar)
Office address: No. 35 (D), Inya Myaing Road, Golden Valley, Bahan Township, Yangon Region

Web: www.lincolnmyanmar.com
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